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Setting a problem on the rational allocation
of a resource, intended to ensure integrated
enterprise security

This article introduces the resources of an enterprise as a rich internal potential, which is aimed at the sustaina-
ble functioning of the production process. For the first time, in the form of a problem, a new consolidated meth-
odologically described direction is presented, the solution of problems in which is focused on the resource pro-
vision of subsystems included in the complex security of an enterprise. Approaches using existing methods in
the integrated security of enterprises are analyzed, peculiarities of their application are considered. Justifica-
tion for choice of the Lagrange multiplier method is presented, with the use of which statement of a problem
for the rational distribution of the resource intended to ensure the sustainable functioning and development of
departmental (industry) subsystems included in the integrated security of the enterprise is formed. The article
presents a statement of the problem of the rational allocation of resources (material, economic, time, labor, in-
formation, the rational use of which allows the integrated security system to move to a higher level of develop-
ment. The solution of particular problems that are part of the content of the methodologically described prob-
lem will make it possible to develop a methodology for the synthesizing of integrated security that can adapt to
various conditions of enterprise functioning (routines of daily activities, as well as threats and emergencies of
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a natural and man-made nature), which has important economic value for Russia.
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INTRODUCTION

rather long period, covering the beginning
Aof the 19th century and up to the present,

is marked by a constant increase in inter-
est in technosphere safety, the solution of tasks in
which requires constant improvement and devel-
opment. Recently, the focus of fundamental, sys-
temic and applied research in the field of analysis
and management of technospheric safety, taking
into account the accumulated experience of set-
ting and solving this problem, has acquired a new
importance in connection with the transition from
2018 to a fundamentally new level of solving is-
sues of scientific analysis , regulation, regulation
and ensuring of technosphere safety and protec-
tion against emergencies in accordance with
the Decrees of the President of the Russian Fed-
eration on the basis of state policy in these areas
for the period up to 2030 and beyond [1, 2].

The analysis of the statistics of accidents, fires,
damage to health or the death of personnel working
at the enterprise allows us to conclude that the so-
lution of tasks related to improving the safety of
the functioning of industrial safety (IndS), fire safety
(FS), labour protection (LP) at enterprises is of
exceptional importance for the state and society,
their solution is one of the priority areas for en-
suring the national security of Russia [3]. The in-
troduction of a new approach to safety manage-
ment at an enterprise requires the development of
an appropriate scientific and methodological ap-
paratus (methods, techniques) that allows you to
manage this state [4]. It is obvious that stabiliza-
tion of the situation in departmental (sectoral) sub-
systems (IndS, FS, LP) at industrial enterprises of

Russia will be able to occur when, in general, for
the integrated security (hereinafter — IS) of these
enterprises, a course is chosen according to its
purposeful and comprehensive development [5].
The development of the security of any enterprise
is a change in the old approach to its manage-
ment formed over the years and the introduction
of such a new approach that would be based on
the results of introducing innovations, advanced
knowledge in science, application of new tech-
nologies [6]. The key idea in solving the problem
of ensuring the qualitative level of safety at
the enterprises of the Russian petroleum industry
is directly related to the development of an inte-
grated intersectoral approach based not only on
scientific and technical achievements and meth-
odological approaches in the field of reliability,
safety, survivability functioning of physical ob-
jects [4, 7, 8], but also in building adequate tools
for organizational and technical work for the tran-
sition of IS system of industrial enterprises to
a new qualitative level of development [9]. Previ-
ous studies indicate the fact that the problems of
providing IS system for oil and gas sector (OGS)
in Russia are complex and multifaceted, their so-
lution requires consideration of the interaction
between industry subsystems (IndS, FS, LP),
which have the properties of adaptation to coun-
teract accidents and fires [3, 5, 10]. The circum-
stances presented above are characterized by
a high degree of relevance, have a direct relation
to the management of IS at industrial enterprises,
require a detailed in-depth study of the mecha-
nism of functioning of industry subsystems (IndS,
FS, LP), included in the content of IS of enter-
prises OGS in Russia.
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METHODS

In this study, the method of analyzing and criterion of Hegel
were used. Any developing management system strives to
achieve a compromise, based on rationality, between stability and
development in the course of its operation. Everything that devel-
ops is contradictory, and “contradiction is the criterion of truth,
the absence of contradiction is the criterion of delusion” (Hegel).

The increase in the number and technical complexity of haz-
ardous production facilities at the enterprises of the OGS requires
the use of various types of resource means (material, economic,
time, labor, information, etc.) designed to ensure the stable func-
tioning of the IS [11, 12]. In turn, stability and development (based
on rationality), used in the field of IS, are two extreme points of
interrelation, as they reflect the dialectical unity of opposites,
namely:

« stability denies development, at the same time it acts as

a foundation, without which it is impossible;

* development destroys stability, as it requires the introduc-
tion of a new scientific and methodological apparatus used
in the form of procedural knowledge for subsystems (IndS,
FS, LP), which makes it possible to ensure the adaptation of
subsystems to counteract accidents and fires for their more
stable functioning [13-15].

More and more attention paid to the issues of rational use of
various types of resource funds intended to ensure the stable
functioning of the IS of oil and gas companies of Russia, knowl-
edge of the characteristics relevant to the rational use of resourc-
es can support the search for the right tools to bring Russian in-
dustrial enterprises to a new qualitative state.

The article will not present the whole complex of tasks solved
at the enterprise related to the distribution of the resource in mon-
etary or material terms, but only part of it related to the potential
of the working personnel performing labor duties to ensure de-
partmental (sectoral) subsystems included in IS of the enterprise,
where with the help of the indicated potential it will be possible to:

¢ analyze the statistics of hazard occurence in industry areas
(Rostekhnadzor, the Ministry of Emergency Situations of
Russia, the Ministry of Labor, etc.), to build a structural dia-
gram of the factor relations between sources of occurrence
and receivers of hazards, to determine the parameters of
the susceptibility of these areas to the impact of hazards,
their initiation of secondary influencing factors;

* to assess the reserve of reliable functioning of departmental
areas included in the IS of the enterprise, which will allow
the formation of a resource for sending to those points in
the first place, which have the highest risk indicators.

The structural content of the system study on the distribution
of the resource intended for the IS of the enterprise is presented
(see Fig. 1).

The consistent description of the block elements included in
the content of the blocks (Fig. 1) will allow the development of
methodology as a science that studies the pattern of emergence
and development of methods for cognition of IS. Methodology as
a particular system of knowledge that arises at the methodologi-
cal stages of cognition is the study of methods and theories that
arise at the corresponding stages of cognition [16]. Some of
the most important points of application to the methodology
of the IS of an enterprise as a science include the formulation of
a scientific problem will be presented in this research.
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- identification of the objective patterns of their occurrence and prevention;
« calculations of the coefficient of the influence of the human factor on subsystems included in the integrated security of the enterprise;
- verification of the results obtained for novelty and reliability

Fig. 1. The structural content of the system study on the distribution of the resource intended for the IS of the enterprise
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RESULTS

Statement of the problem of the rational distribution of re-
sources to ensure the IS system at the enterprises of the OGS of
Russia in the conditions of development demonstrated below.
Task is to reduce accidents and fires at Russian oil and gas com-
panies, a common limited resource is allocated equal to the gen-
eral indicator S, which combines all resource private volumes S,
in the form of targeted resource investments in departmental (in-
dustry) subsystems (IndS, FS, LP), included in the IS enterprises:

N
s=3s, (1)

n=1
A problem to be solved: how to allocate the common resource
S, allocated by the enterprise for the stable functioning of the IS
system, in such a way among the elements of departmental (in-
dustry) subsystems (IndS, FS, LP) in order to obtain the greatest
effect in the development of a stable system of IS functioning at
the oil and gas company of Russia in conditions of restrictions on

its total volume of resource provision:

3s, <S. @)
n=1

In order to obtain the best indicator of the development of
a stable functioning IS system of OGS of Russia (P), it was neces-
sary to redistribute the order of resource allocation so that it
would be targeted to eliminate violations of precisely those activi-
ties in the ranking list that have a high index of impact on the oc-
currence of events (accidents and fires) with maximum damage.

There is a mathematical problem of finding the largest value
of the function:

P=F(S, Sy . Sy), ©)

subject to the following restrictions:

e for the total amount of resource provision, represented by
variables in the form:

S§,+S,+...+5, =S; (4)

o for allocated private volumes of resource support intended for
departmental (industry) subsystems (IndS, FS, LP) in the form:

S$,>0,S5,>0,..., S, >0. (5)

Values in the form of indicators of partial volumes S;, S,, ..., Sy,
subject to the restrictions represented by expressions (4), (5), are
considered as uniformly overhanging from the central point M(S;, S,,
..., Sy) weights (loads) related to indicators private volumes S;, S,,
..., Sy adjacent to the lateral surface of the cylinder (Fig. 2).

The maximum value of the function represented by expres-
sion (3) is on the surface of downwardly sloping lines supporting
weights at the top of the cylinder (point M,), where all coordinates
except one are equal to zero, and the zero coordinate S, = S. At
this point of the top of the cylinder (point M,) the equality:

dP = E,AS, (6)
where E, — the significance of the contribution to the k industry

(IndS, FS, LP), the value of which is directly proportional to the dis-
tance (from the lowest point of the weight (load) to the point M,,

Fig. 2. The Steady State Weighting Factor of subsystems of IS
of oil and gas companies of Russia

located at the top of the cylinder (see Fig. 2). Thus, the greatest
value of the function represented by expression (3) has the stress
vector in the direction of the line downwards, the weight (load) of
which is as close as possible to the risk line.

For the efficient use of the enterprise resource intended to
provide the IS system, the application of the Lagrange multiplier
method is justified [17-21]:

N
L(S, S,, ... Sy, N)=F(S,, S,, ... Sy, A)+/\[S—ZSHJ, 7)
n=1
where A — Lagrange multiplier.
The extremum condition for expression (8) was written as:

oL oF
K=£((sﬂ Spon S-N)=E~A=0(n=12.,N) (g
oL d
= =5-35,.
55, " ST

With an increase in the resource contribution — S by dS for in-
dustry subsystems (IndS, FS, LP), when the extreme point from
the point M(S;, S,, ..., Sy) moves to the point M, (S, +dS;, S, +
+dS,, ..., Sy+dS,) (Fig. 6), the mathematical expression is:

N
dS=>YE, ©)
n=1
where E, — the efficiency of the resource's contribution to
the subsystems (IndS, FS, LP). Hence, the development of a sta-
ble IS system functioning at an oil and gas company of Russia
can be represented as:

N N
dS=YE,dS, =AY dS, = AdS. (10)
n=1 n=1

It follows from the ratio presented by formula (10): dP = AdS,
which confirms the meaning of using Lagrange multipliers (A),
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which is considered as the efficiency of the resource’s contribu-
tion to the development of a stable functioning IS system at Rus-
sian oil and gas companies.

This leads to the conclusion that if we consider the develop-
ment indicator for a stable functioning IS system of an OGS of
Russia as one of the most important safety indicators, then based
on the use of the Lagrange multiplier method, factor indicators
(weights) that affect the occurrence of joint events (accidents and
fires) can be determined:

o Sy) ()

which can be used to derive all the causal factors affecting
the state of the IS system functioning at the enterprises of
the OGS of Russia can be obtained.

CONCLUSIONS

The author of the article, in order to solve the tasks, included
in the content of the presented problem, guided by a methodol-
ogy that includes in its content both previously known methods
and newly proposed ones [4], tried to achieve results in obtain-
ing new scientific knowledge, based on the presentation justifi-
cation of the chosen methods to obtain new results, which in-
cluded in the content of the developed scientific and
methodological apparatus, which is understood as part of
the theory in the form of an arsenal of procedural knowledge,
the main elements of which are the methods and techniques
used to solve scientific and practical problems [16].

Subject of Research

Methods, algorithms and information technologies for
monitoring and evaluating the quality of system integrated

security management at enterprises of Russian OGS, providing

adaptability to new conditions for the development
of the system under consideration

Particular Solution of a given task No. 1

To develop a model for assessing the state of an existing stable

functioning IS system at enterprises of Russian 0GS

Rationale for the use of
research methods

TASK: Solution:

The sequence of solutions to the problem presented above
consists in solving particular scientific problems:

e particular scientific task No. 1, related to the development
of models for assessing the state of the existing stable-
functioning IS system at the enterprises of the OGS of Rus-
sia;

* particular scientific task No. 2, related to the development
of a methodology for assessing the state of the IS system
at the enterprises of the OGS of Russia.

Information about the content of setting and solving particu-
lar scientific problems is presented with the help of an arsenal of
tools included in the content of the scientific and methodological
apparatus used to obtain new scientific results (Fig. 3).

Previous studies indicate that the problems of ensuring
the IS of oil and gas companies of Russia are complex and mul-
tifaceted, the results of modern research used in the practical
activities of enterprises indicate the need to develop a full arse-
nal of tools that can counteract accidents and fires at oil and gas
companies of Russia.

The article presents a theoretical justification and develops
a problem statement for the rational distribution of the resource,
to ensure the IS system at the enterprises of the OGS of Russia.
To achieve the goal, it is necessary to use an arsenal of tools
(models, methods, techniques, etc.) included in the content of
the scientific and methodological apparatus, the adequacy of
the use of which was confirmed when solving particular prob-
lems.

Research problem

Subject of Research

Development of the scientific method of the logical
apparatus: the model of the methodology, which is used
to adapt subsystems (IndS, FS, LP) to new qualitative
conditions, which make it possible to improve the state
of IS at enterprises of Russian 0GS

Research methodology

Particular Solution of a given task No. 2

To develop a methodology for assessing the state of system
at enterprises of Russian 0GS

TASK: Research methods Solution:

Proposals for the implementation of the methodology
for assessing the state of the system in the practical
activities at enterprises of Russian 0GS

Fig. 3. The model of solving particular scientific problems
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